ABSTRACT Internet of Things (IoT) is proposed and used in diverse application domains. In IoT, nodes commonly have a low capacity to maintain security on their own expenses, which increases the vulnerability for several attacks. Many approaches have been proposed that are based on privacy and trust management to reduce these vulnerabilities. Existing approaches neglect the aspects of cross-domain node communications and the significance of cross-domain trust management. In this paper, we propose a Holistic Cross-domain trust management model (HoliTrust) that is based on multilevel central authorities. To provide multilevel security, the HoliTrust divides domains into communities on the basis of similarities and interests. Every community has its dedicated server to calculate and manage the degree of trust. In addition, these domains also have their dedicated servers to manage their specific domains, to communicate with the trust server, and to sustain trust among other domain servers. The trust sever is introduced in the HoliTrust that controls the domains, calculates the domain trust, manages the trust values, and distributes standard trust certificates to domains based on a degree of trust. Trust computation is performed on the basis of direct and indirect trust parameters. Furthermore, if a trustor communicates through the community, then the community server includes community trust of the trustee during the trust evaluation. If the communication of the trustor is across the domain, then the community server includes the domain trust along with the community trust of the trustee comprising direct and indirect observations. The overall trust evaluation of communities and domains is time-driven and the responsible authority computes trust after a specific interval of time. We have also compared the HoliTrust with the existing trust mechanisms by focusing on several holistic trust objectives, such as trust relation and decision, data perception trust, and privacy preservation.
I. INTRODUCTION
The Internet is rapidly evolving and connected devices with the Internet are also increasing significantly. The current architecture of the Internet is not capable of handling all these communications among billions of devices. Also, the current The associate editor coordinating the review of this manuscript and approving it for publication was Raja Wasim Ahmad.
architecture does not have the capability to provide enough security to these enormous amounts of nodes.
The Internet of Things (IoT) [1] is introduced in which every physical object/node is connected to the Internet and is capable of communicating with other nodes. An IoT node can be a sensor, a mobile set, or other smart device [2] . However, the IoT brings various security challenges that are required to be addressed for its implementation. These security challenges include (i) a secure mechanism for authentication [3] , [4] of a node when it joins the IoT, (ii) an access control mechanism [5] to control the access of nodes for confidential information, (iii) a secure and robust privacy mechanism that preserve privacy [6] - [8] to the IoT nodes. The most significant challenge for the IoT security is the trust management mechanism [9] - [15] that maintains and performs computations. Furthermore, the trust computation model must have the capability to perform computations efficiently and provide scalability [12] . Nevertheless, the policy enforcement [16] , [17] and secure middleware architecture [18] are also significant security challenges.
In this paper, we propose the HoliTrust that addresses the problems associated with the cross-domain trust management. In the HoliTrust, every domain is further divided into communities on the basis of similarities and interests. Every community has its own dedicated community server (CS) to perform trust calculations among nodes, calculates overall community trust, and communicates with the CS and the domain server. To add more, every domain has a dedicated domain server (DS) that coordinates communities within the domain and with other domain servers and trust servers. The trust server is located above all domains and is responsible for the evaluation of domain trust to generate standard trust certificates based on the degree of the trust. The trust server also stores the overall trust of domains for trust propagation and aggregation.
There are several existing trust management models which are proposed based on distributed and centralized approaches. In distributed trust management, every trustor is responsible for the calculation of trust. The distributed mechanism faces a number of failures and low scalability [19] . In centralized trust management, a central authority is responsible to manage the trust of all nodes. The significant challenge of centralized approaches is a failure of central authority. If the central authority fails, then there is no backup authority mechanism available to manage the trust. The HoliTrust model addresses all the above mentioned issues. The HoliTrust model contains multi-layer centralized authorities which consist of multi-layer authorities such as CS, DS and, trust server. If the CS fails, then the domain server is responsible for the upper-layer security to manage the community and the CS. Also, a node of one domain cannot communicate across the domain without the evaluation of community and domain trust that will help to recognize and identify the compromised, malicious, or failed central authority. However, the HoliTrust provides a multi-level security to provide IoT nodes with a secure and robust trust management mechanism to keep resilience towards possible attacks.
The remaining paper is classified as follows. Section II briefly elaborates the existing trust management mechanisms. Section III illustrates the proposed HoliTrust model. Section IV explains the working of nodes, community server, domain server, and trust server along with the trust computation process. Section V contains the comparison of the HoliTrust with the existing trust management approaches. And Section VI concludes the paper.
II. LITERATURE REVIEW
Several trust management mechanisms are developed to maintain the IoT trust. The distributed and centralized are the two main classifications of trust management mechanisms. In the distributed trust management, each node is responsible for evaluating and maintaining the trust among nodes. In the centralized trust management system, the IoT nodes are dependent on a primary authority to manage the trust among nodes. Several approaches have been proposed that address the challenges associated with the trust management. In this section, we conduct a comprehensive literature survey of the existing trust mechanisms, where Section V shows the comparison among them on the basis of various objectives.
In 2018, a trust management model is proposed to provide the essential security for the cloud-based IoT framework [20] . The proposed mechanism is a brain-inspired trust management model (BI-TMM) and converges the implementation of data reliability to IoT nodes. The BI-TMM employs the adaptive neuro-fuzzy inference system [21] with the weighted-additive approach [22] to evaluate the behavioral and data trust of a distinct node. The trust parameters are used to determine behavioral trust of nodes, which include relative frequency of interaction, intimacy, and honesty. The data trust is evaluated based on direct and indirect trust by utilizing past information obtained by interacting with nodes. The past information is the average value of nodes' previous trust. The strength of the proposed model can be summed up as an energy efficient trust management model that consumes less energy during the transmission of information. The efficiency of BI-TMM decreases when the number of malicious and compromised nodes increases in a network.
A trust management mechanism has been introduced to manage trust among sensor-enabled mobile devices for IoT [23] . The proposed trust management mechanism, namely SE-TMM, focuses on mobile devices that are not capable of maintaining security. In the SE-TMM, the security manager has been introduced to initiate a query to authenticate the node. The query is generated by the security manager if a node inquires other nodes about a particular information or service. The authentication of a node includes the verification of a request sends by a node. To provide confidentiality, the public key encryption mechanism is used to encrypt data. The security manager is bound to generate a public key for two communicating nodes. The public key generated by the security manager is unique. Thus, whenever a communication occurs among nodes, the public key is novel. The proposed approach is stepped ahead to provide confidentiality, authentication to users along with the integrity using encryption. However, the performance of SE-TMM is uncertain and theoretical evaluation is not sufficient to prove the effectiveness of the proposed model.
Another trust model, namely fuzzy-based trust management model (F-TMM ) for IoT, is proposed in [24] . The F-TMM states that a lightweight authentication mechanism is required to authenticate whenever a new node tries to enter the IoT network [25] , [26] . In the F-TMM, the reputation of a node is built based on specific parameters and previous interactions. The trust evaluation matrices used to compute trust are packet forwarding, energy consumption, and packet forwarding capability of a node. After the evaluation of reputations, the node calculates the local and global trusts based on direct and indirect trust parameters. Furthermore, two fuzzy trust models are proposed for the global trust evaluation in the F-TMM.
A trust evaluation scheme (TES) [27] is proposed to detect the behavior of nodes in the IoT. The proposed mechanism is based on a quantitative model. The parameters used to evaluate the behavior of a node are the capacity of packet forwarding, the degree of repetition, spatial packet flexibility, data transmission delay, and data packet integrity. The direct trust evaluation of a node depends on the communication behavior. The indirect trust evaluation depends on the recommendations taken from numerous neighboring nodes. Trust parameters allow nodes to immediately recognize malicious and compromised nodes. The immediate identification of malicious nodes helps nodes to maintain the resilience towards several attacks. In the IoT, every node does not have the capability to perform calculations and maintain the security. So, the robustness of a TES may decline when a node owning a low capability performs computations.
To manage the trust of application market for the IoT, an interaction-based trust management model (IB-TMM) [28] is proposed to evaluate the trustworthiness of applications. To provide accuracy in decision making, the proposed model is based on quantitative calculations and obtain the absolute trust value. The evaluation of trust is calculated by extracting similarities among applications and users behavior. The connection between applications and users is created by using features of evaluation vector and feedback vector. After the establishment of a connection, the communication between applications and users is used to determine the behavior.
An intelligent trust management mechanism based on clustering for IoT (CITM-IoT) is proposed in [29] . The architecture of CITM-IoT consists of IoT applications, super-node, cluster, and master node. Cluster nodes are responsible for a successful transmission of data generated by the masternode. The master node is bound to coordinate nodes within a cluster. The major node in CITM-IoT is the super-node which is responsible for managing the trust of IoT environment. The CITM-IoT proposes several algorithms that perform specific tasks. These algorithms are proposed for formulating a cluster by estimation of boundaries. Algorithm 2 specifies the mechanism that allows nodes to change the master node. Algorithm 3 addresses the challenges associated with the IoT attacks. And algorithm 4 defines a mechanism for the master node to control other nodes inside the cluster. The significance of CITM-IoT is an intelligent formation of clusters. Furthermore, CITM-IoT proposes an efficient algorithm to examine and manage the trust, and observe the nodes.
A service-oriented based architecture for trust management (SOA-TM) is proposed in [30] . The proposed trust management is distributed and every node has to perform and maintain its trust towards other nodes. The direct trust evaluation of a node is obtained on the basis of information collected during direct interactions. To evaluate direct trust, the SOA-TM adopts the Bayesian framework. The indirect trust evaluation is also used in the SOA-TM that allows nodes to request other nodes for the recommendation about a particular node. The recommendations of other nodes are used by a particular node to compute the degree of the trust. The SOA-TM also proposes a storage strategy to store trust information for devices that have limited storage. Furthermore, the significance of the SOA-TM is the evaluation on the basis of proposed storage strategy. The IoT nodes use the proposed caching strategy to store the trust computations, and all nodes are able to store trust values in a limited storage memory.
A trust management mechanism based on distributed trust dissemination, named DTDM [31] , is proposed to concentrate on the behavior to mitigate on-off attacks in the IoT. The DTDM classification involves the discovery of neighbors, the request of service, and the evaluation of trust. Initially, all neighbor nodes have a default trust value. A node can communicate with the neighboring node to build trust. In the second phase, nodes send a request to others to get services. Each node has a predefined reward or punishment for the services provided by other nodes. A node furnishes a reward for efficient services and punishment to inadequate services. In the last phase, nodes compute trust based on services provided by the node. The trust value range is between 1 and -1, where 1 represents trustworthy nodes and -1 signifies malicious and compromised nodes. The significance of DTDM is that it allows nodes to take the autonomous decision. The performance of DTDM is ambivalent towards good and bad-mouthing attacks. Furthermore, the approach only considers direct trust evaluations, therefore, the autonomous decision to identify the behavior of nodes can be more effective if the DTDM considers the evaluation of indirect trust by using recommendations.
To provide a reliable decision-making ability to the social IoT node, a trust management mechanism, named (SIOT-TM) [32] , is proposed. To compute trust between two IoT nodes, the proposed mechanism uses direct and indirect trust matrices. The direct trust is estimated when a node is directly communicating with another node. The matrices used to evaluate direct trust includes centrality, cooperativeness, community of interest, and service score. In the SIOT-TM, the Bayes model [33] is adopted to evaluate the expected malicious and compromised node. The threshold value of a trust is predefined by the SIOT-TM and the node calculates the overall trust value to compare it with the threshold value. If the overall trust value is higher, then the threshold value represents the trustworthiness of nodes.
A centralized context-based trust management system (CTMS) [34] is proposed for IoT. The CTMS focuses on providing essential scalability, trustworthiness, and the utilization of decision tree application to enhance decision-making VOLUME 7, 2019 abilities of nodes. The architecture of CTMS consists of objects, a service server, and a dedicated trust management server (TMS). In the CTMS, objects represent clients, users or supplicants that maintain relations and friendship among others. The service server is responsible for authenticating objects by collecting the required information. The service server can also recommend nodes for services by calculating similarities between nodes. The TMS receives feedback from objects and maintains the reputation of a node. The trust parameters used in the CTMS include feedback system, transaction weight, computation abilities, and content weight. The strength of the CTMS is that it utilizes Jaccard coefficient [35] to compute similarities among nodes.
A distributed trust management scheme (DTMS) [36] is proposed to provide defense against selective attacks. The DTMS focuses on the identification of malicious and compromised nodes. Malicious and compromised nodes are vulnerable to execute numerous attacks. In the DTMS, each node initially assigns a zero trust value to neighbor nodes. IoT nodes send a packet to determine neighboring nodes. Each node is capable of delivering specific services to other nodes. When a node demands for a service, then the successful service gets the reward. On the other side, if a node is unable to produce solicited services or collapse happens, then it gets punishment. The number of requested services is used to estimate the trust value of a particular node. The range of trust values lies between -1 and 1, where 1 represents the highest degree of trust and -1 manifests the negative trust or no trust.
A trust management mechanism based on community of interest (COI-TM) [37] is proposed to group the nodes into communities. The formation of communication depends on similarities and interests of nodes. The architecture of COI-TM consists of communities formation, bootstrap of trust evaluation, matrices, admin election, and community members updating. Each node is required to get authenticated and registered to join the community. After the formation of communities, nodes need to select an admin of the community. The matrices involved for determining the community admin are trust level of the node, capability, and sociability. Furthermore, nodes need to execute the admin selection process again when a current admin is deleted, loss the connection with the community nodes, leaves the community or it is no more in the authorized geographical area. The strength of the COI-TM is the use of Kalman filter [38] to evaluate and predict the trust value of nodes.
III. PROPOSED TRUST MANAGEMENT MECHANISM
The HoliTrust model is a combination of multiple central authorities which computes trust by collecting trust values from numerous centralized authorities that include communities servers, domain servers, and trust servers. The HoliTrust is proposed for cross-domain trust management that utilizes the concept of nodes communication among domains. In the HoliTrust, domains are further divided into a number of communities based on similarities and interest. Every community has its own community server to coordinate and perform trust computations. To secure communities, every domain has its dedicated domain server for the communication among domains and trust. Communities servers are not allowed to communicate across the domain. However, when a node is interacting across the domain, then the community server computes trust by getting information of the particular domain. To provide holistic security to IoT nodes, the HoliTrust introduces the trust server that handles all domains, computes and stores trust of domains, and issues certificates based on the degree of trust.
The proposed model comprises three layers of security, i.e., (i) a community server to secure communities, (ii) a domain server to secure the domain, and (iii) a trust server to manage the whole trust of domains. The security of these three-layer server excludes the risk of diverse attacks and also has the capability to keep resilience towards attacks. Significant aspects of the proposed model can be summed up as: (a) a community server that manages trust of IoT nodes and reduces the vulnerability of nodes occurs by a low capacity of maintaining trust, (b) a domain server to manage all communities within the domain. The ultimate security with the trust server makes the system secure from malicious and compromised nodes.
The existing centralized trust mechanisms are not able to provide holistic trust management because when a centralized authority is compromised then it may cause problems for the whole domain as there is no backup to maintain trust. Furthermore, in distributed trust management models, all nodes have to compute trust. However, this faces significant issues in managing trust. The major challenge in distributed trust management approach is such that a malicious node can compute trust of another node and assign them a higher degree of trust. Also, a compromised node can recommend a malicious node and may cause significant damage in the IoT network. The HoliTrust consists of multi-level centralized authorities where a malicious node of one community cannot affect other nodes because of the community server. Also, if a community server is compromised, then the domain server and trust server can easily recognize that compromised server. Hence, the multi-layer HoliTrust provides a secure and robust trust management approach.
IV. WORKING OF HOLITRUST MODEL
The HoliTrust is based on multiple central authorities to maintain scalability and provides holistic security to nodes. These authorities are community servers, domain servers, and trust servers. These servers work simultaneously by interacting with each other to maintain trust and stability by preserving resilience towards attacks. The communication between community servers, domain servers, and trust servers is illustrated in Figure 1 . The working of servers and IoT nodes to compute trust is explained in the following sections, and Figure 2 shows the process of community server and trust evaluation of nodes. 
A. IOT NODE
The HoliTrust consists of domains that are further divided into numerous communities and these communities contain nodes that can communicate with other nodes to perform specific tasks. These IoT nodes have their unique identity and when they communicate with each other, the message package contains node identity along with the community and domain information. In IoT, every node does not have the capability to perform computation and store trust. In the HoliTrust, when a node (trustee) requests another node (trustor) to communicate, the trustor is only responsible to analyze that trustee belongs to the same community and same domain, or different domain and community. After analysis, the trustor sends the trustee information to the community server for the trust evaluation. The IoT node has fewer responsibilities and therefore increases efficiency and scalability of nodes to perform other tasks.
B. COMMUNITY SERVER
The community server is responsible for trust computation and it is capable of communicating with other community servers within the domain. When a community server receives a request for trust evaluation, then it will execute the evaluation based on direct and indirect trust of a trustee. The calculation of trust based on direct and indirect trust is an event-driven process. The community server calculates the degree trust of the trustee whenever it receives a request from the trustor.
The direct trust evaluation involves the estimation of compatibility, honesty, and competence. The compatibility parameter of trust helps to calculate whether the trustor and trustee are capable of working together or not. If the compatibility between two nodes is maximum then the performance of these nodes is also higher. The honesty property helps to determine the malicious factor of a node. If nodes are malicious or compromised, then the honesty property of trust can recognize these nodes immediately. The competence of a node represents the capability of nodes to perform a specific task. If the competence of a node is higher, then the chance of completing a specific task is also higher. The indirect evaluation involves recommendations of various other nodes. The indirect trust is required when a community server does not have any past information about a particular node. To get recommendations, a community server requests other community servers and nodes to give recommendations about a particular node. The recommendations of other nodes are used to compute their trust. VOLUME 7, 2019 If the trustee belongs to the same community, then the community server computes trust based on direct trust or uses indirect evaluations in some cases. If the trustee belongs to some other communities of the same domain, then the community server includes the overall community trust during trust calculations. When the trustee belongs to a different domain and community, then the community server of the trustor requests its domain server to provide domain trust and community trust of the trustee.
C. DOMAIN SERVER
The domain server provides additional security to communities and secure the domain. It works as a bridge to compute the cross-domain trust of nodes. A trustor can only communicate across the domain when the domain server provides the trust of trustee's domain. The domain trust is used by the community sever to calculate the absolute trust value. The domain server is also responsible to manage the domain by coordinating with community servers to carry out the overall community trust value. Calculations of the overall community trust value is a time-driven process where domain server collects and provides these calculations to the trust server after a specific period of time. The trust server performs a specific function to formulate the trust of a domain. The rest of the process is explained in the following subsections.
D. TRUST SERVER
The trust server can be a city trust server, state trust server, or country trust server depending on the overhead of trust evaluations. One of the major responsibilities of the trust server includes calculations of domain trust values. A domain server collects data from communities and sends it to the trust server. The trust server stores and manages this data and performs calculations to estimate the trust degree of the domain. The domain degree of the trust is used further by the trust server and generates a standard trust certificate on the basis of trust and assigns it to a specific domain. The domain with standard trust certificates is allowed to communicate across the domain. The domain trust value calculation is a time-driven process and the trust server performs it after a specific interval of time.
E. TRUST DEVELOPMENT
The component of trust development allows a server to compute the absolute trust value. The community server computes three different parameters and finds the absolute trust value from the output of trust parameters by utilizing the standard sigma function. In addition, the community server uses stored data of a community to estimate the overall trust of a community and sends these calculations to the domain server. The domain server sends the overall community trust to the trust server to get a standard trust certificate for the domain. The trust server uses community trust calculations to compute the overall trust of a domain and apply the sigma function for the degree of trust computations. If the trust value is greater than the threshold value, then the trust server will assign a standard trust certificate to the domain. Domains with trust certificates are allowed to communicate across particular domains. The absolute trust value is mandatory to calculate because the HoliTrust is a quantitative model and based on absolute numbers to decide whether the node is trustworthy or not. However, servers compute the trust value and compare it with the pre-defined threshold value of trust to determine about nodes trustworthiness.
F. TRUST THRESHOLD VALUES
Trust threshold values of a node, community server, and a domain server are different from each other. The threshold trust value of IoT nodes is between 0 and 1 where 0 shows the lower degree of trust and 1 represents the higher degree. The degree of trust below 0.5 is considered as trust ignorance, 0.51 to 0.70 is considered as medium trust and 0.71 to 1.0 is considered as complete trust or supreme trust. The trust of a community server is managed by a domain server and the trust of a domain server is managed by the trust server. The threshold value for communities and domains is between 0 and 3 where 0.0 to 1.0 show no trust, 1.1 to 1.5 represent medium trust, 1.6 to 2.0 show a high degree of trust, and 2.1 to 3.0 exhibit supreme trust of a server. The servers in HoliTrust compute the degree of trust and deploy the trust development component to apply the standard sigma function for the absolute trust value. After obtaining the absolute trust, servers compare the degree of trust with the predefined threshold value to produce trust results.
G. TRUST PROPAGATION AND AGGREGATION
The trust management in the IoT is a continuous process and nodes or servers compute and update the trust degree on continuous basis. The community server of a specific domain propagates and aggregates the updated trust value with the past trust values. The domain server also propagates and aggregates the past value stored in it and updates trust of the domain. The trust propagation and aggregation allows to improve scalability, efficiency, and accuracy of a model.
V. COMPARISON OF HOLITRUST WITH EXISTING TRUST MANAGEMENT MECHANISMS
The trust management (TM) is a significant aspect to ensure and provide the required security to IoT nodes. To compare the HoliTrust with the existing trust management approaches, we have adapted objectives of the trust proposed by Yan et al. [14] for the achievement of holistic trust management. The trust objectives are explained below and Table 1 presents the comparison of the HoliTrust with other schemes. In this table, (P) means that which objective is partially supported by a particular scheme.
A. TRUST RELATIONSHIP AND DECISION (TRD)
The TM must provide an effective and reliable mechanism to evaluate the absolute trust value. The absolute trust value helps IoT nodes to take an immediate decision which increases the overall efficiency of the system. This objective of the trust is concerned with the reliability to collect data of nodes. The reliability of data collection can be determined based on the system preciseness and responsiveness.
C. PRIVACY PRESERVATION (PP)
The TM mechanism should be flexible enough to preserve the privacy of confidential information of users. The mechanism must protect and restrict access to any unauthorized authority.
D. DATA FUSION AND MINING TRUST (DFMT)
In IoT, a huge amount of data is generated by the communication of nodes. The TM mechanism must be capable to process and analyze data. During processing and analyzing collected data, the TM should maintain the trustworthiness of data.
E. DATA TRANSMISSION AND COMMUNICATION TRUST (DTCT)
The TM mechanism must provide a secure transmission of information. Also, it is required that the TM provides a security to the communication of nodes.
F. QUALITY OF IOT SERVICES (QIOTS)
The TM should provide the trust at the right time to the right node and maintain the quality of service. The quality of IoT services is the objective property of trustees and the subjective property of trustors.
G. SYSTEM SECURITY AND ROBUSTNESS (SSR)
The robustness of TM is a significant factor for the IoT heterogeneous environment. The TM mechanism should provide the required security and robustness to nodes in order to gain the confidence of a node.
H. GENERALITY (G)
The generality of TM can be analyzed by the capability of a wide deployment. The TM mechanism should be generic and must have the generality to be deployed widely.
I. IDENTITY TRUST (IT)
The trustworthiness of IoT can only be achieved if the identity of a node is well managed. However, the TM mechanism should have the capacity to efficiently manage identities of nodes.
J. HUMAN-COMPUTER TRUST INTERACTION (HCTI)
The TM mechanism must provide security and usability to users in parallel. The usability of a mechanism is a major challenge because it is really difficult to provide usability that maintains the required level of security. The usability of TM is required so that users can easily interact with the system.
VI. CONCLUSION
In this paper, we proposed HoliTrust which is efficient to manage trust during cross-domain communications in the IoT. The prior researches have already proposed numerous trust management mechanisms, but the prologue of cross-domain trust management mechanism is ignored over years. To ensure the accuracy and efficiency of the HoliTrust, we developed multiple central authorities, i.e., community, domain, and trust servers. These authorities increase the accuracy and reduce the computation weight on IoT nodes. Reducing the computation weight helps to subdue vulnerability, intensify resilience towards attacks, and furnish adequate security. The HoliTrust is efficient to provide sufficient security to cross-domain communication by utilizing community trust and domain trust along with trust parameters. He has 13 years of teaching and research experience in different national and international universities/organizations. His current research interests include trust management in the Internet of Things, network and information security, cloud computing, and management information systems. VOLUME 7, 2019 
